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Iôm here to plant some seeds



Those exposed do not need to become security gurus in 

order to be secure and survive a breach

About what is possible for you in the near term 
with a new security approach called End to End 
Encryption

merchants can be ñde-scopedò from PCI DSS é and so 

can transit agencies é..

While data breaches are inevitable ïlosses from data 

breaches are not



Seems a bit out of reach.



Payment Processors themselves are implementing EEE architecture within 

their own enterprises and for their merchants

We expect virtually all small merchants will move in this direction as soon as 

the PCI DSC recognizes EEE as ñcompensatingò

Of the 340 Level 1 retailers in the United States,  over 100 are now pursuing 

End to End Encryption (EEE) as their security architecture objective

Not really.  Useful things to know:

All of the major POS device vendors offer some version of EEE

Agencies and their solution providers can also take advantage of EEE é they 

are certainly subject to the same PCI DSS requirements!



The upside is significanténot just the benefit of data 
security, but also significant savings.

Source:

Mercator Advisory Group, End-to-End Encryption: The Acquiring Side Responds to Data Loss and PCI Compliance, George Peabody, June 2009



Tracking the Crisis
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MAY 2005

CardSystems 
Solutions 
breach.

JAN 2007

TJX breach. 

MAR 2008

Hannaford Brothers 
grocery store chain 
breach.

NOV 2008

RBS WorldPay 
breach.

JAN 2009

Heartland Payment 
Systems breach.

May, 2005
Semtek demos system to VISA.
No interest shown.

May, 2009
Semtek deploys 
first major merchant.

Oct, 2009
Semtek merchant
receives PCI audit.
First ñde-scopingò event

April, 2008
Semtek systems
commercially available.

Oct, 2006
Semtek pitches VeriFone on 
strategic opportunity

1998
Semtek patent 
filed.

http://www.tjx.com/default.asp
http://www.heartlandpaymentsystems.com/default.aspx
http://www.rbs.com/
http://www.hannaford.com/home.shtml


How bad could it be?



Merchant Type Level  1 Level 2 Level 4 Acquirers

PCI 

Compliance 

Recurring 

costs*

.02-.07/tx .05-.15/tx .0 -.25/tx $2-5/account

TJX Case

Cost of 

Breach

$240 million front end

$36 million recurring**

(.102/tx)

$25-$75 per record 

stolen

*Javelin, Industry reports. **SEC and TJX public reports

Pretty Bad, actuallyé.

ñAccording to participants in the 2009 study, data breaches 
cost their companies an average of $204 per compromised 
record ïof which $144 pertains to indirect costs including 
abnormal turnover or churn of existing and future 
customers.ò



Tipping points 

One:  2006 VISA steps up enforcement

Two:  Crisis reaches into large merchants

Three: 2008/2009 Crisis reaches into the network

Four: 2009: VISA Acknowledges that fixing Mag-stripe is a priority

Visa levies $4.6 million in fines in 2006 

against merchant banks of large U.S. 

retailers that fail to comply with the PCI 

DSS.1

Breaches expose 50+ million credit 

cards. Vast cost of breach becomes 

disclosablerisk.

Breaches expose 100+ million credit cards ï

largest to date. Both  firms are de-listed from 

VISA approved vendor lists.

For the first time, VISA acknowledges 

the value and need to invest in protecting 

mag-stripe.2     

Visa releases Visa Data Field  Encryption  

Best Practices

1 Source: Internet Retailer, December14, 2006.  Visa sets new fines, offers incentives to encourage PCI compliance.
2 Ellen Richey, Chief Enterprise Risk Officer, Visa Inc. at the Visa Security Summit, March 19, 2009. 

http://www.tjx.com/default.asp
http://www.hannaford.com/home.shtml
http://www.rbs.com/
http://www.heartlandpaymentsystems.com/default.aspx


ÅCRIND Tampering

ÅSkimmers

ÅOverhead Cameras

ÅRogue Applications

Easier said than done : Why our environments are hard 
to secure
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http://www.co.orange.nc.us/library/libsvcs/computer.gif


No Silver bullets on the horizon:

Chip & Pin (EMV) is way off and track data still in the clear

Contactless is having trouble with consumer adoption, expensive and 

has its own security issues

Reverting to all cash is probably not the most prudent action

Bottom Line:  
Weôve got to learn how to make magnetic 

stripe safe.



Weôve discovered a few things 
along the way that you should 

know



Uncomfortable (Orwellian) Realities

PCI Compliance = Security at a Point in Time

Therefore Í  Security 24 X 7

If a merchant (or processor or agency) has been through 

an audit and is certified as PCI compliant it doesnôt mean 

that they will not suffer a data breach.  Keeping up with 

the requirements across all the systems 24 x 7 is a 

challenge and PCI Compliance doesnôt provide a solution 

to this issue.  

PCI Compliance = Best Practice 

PCI Compliance Í  Safe Harbor



Huh?



So now you knowé

Itôs not about PCI Compliance

Itôs about protecting card data.



this better be really interesting

End to End Encryption



Our point of view:

EEE is not any single technology --- it is a policy or strategy

EEE is not ñownedò by any single provider

EEE is complex, and this goes directly to vendor qualification

EEE has interesting implications for the acquirer -merchant 
relationship

EEE rocks the boat (many boats)



The first step: Fundamentals of good security policy:

Monitor

ÅQSA, Scanning, 
Static Auditing, 

Analytics...

Mitigate

ÅPrayer, Good 
Assurance

Protect

ÅSSL, Firewalls, 
PCI PED, Point 

Solutions

Old Approach New Approach

Monitor

ÅContinuous, 
Real-Time

Mitigate

ÅIf you get 
hacked, 

nothing bad 
happens

Protect

ÅEnd to End 
Encryption



End-to-End Encryption means encrypting card track 

data at the point of the swipe and keeping it encrypted 

until it leaves the enterprise.

First, a non -negotiable definition: 



End- to -End Encryption

ACQUIRER/

PROCESSOR

VISANET ISSUERGATEWAYMERCHANT

DEVICE

MERCHANT 

DATA CENTER

One ñendò of end to end encryption is at the POS device, the 
other ñendò is on the network.

POS Device level

applications that encrypt 

card data.

Network level applications

that decrypt and monitor.

Data Encryption Zone

good better best



The primary thing to know about EEE:

The total system matters as much (or more) than the 

individual components that make up the system.



What are the primary system components for EEE?

ÅDevice Level Encryption

ÅMonitoring and Management System

ÅNetwork Level De -cryption

ÅKey Management



Device level encryption
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CHE Encrypted 

Data

Standard Track

Data

Encrypted Data

with format &

routing preserved

CHE Encrypted 

Data

435688 760033 1588 = 08111012884426940234

BIN 
Routing

PAN Last 4 Track Data Resident on Card

435688 298101 1588 = 40119282108900331272

http://www.corante.com/mooreslore/archives/images/credit cards.jpg
http://www.corante.com/mooreslore/archives/images/credit cards.jpg


Why Preserving the format matters
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4356887600331588=08119212884426940234

CLEAR TRACK DATA

4356882981011588=20017632108900331272

TRACK DATA ENCRYPTED WITH

FORMAT PRESERVING ENCRYPTION

TRACK DATA ENCRYPTED WITH TRIPLE DES                            

(THREE EIGHT BYTE DES BLOCKS ENCRYPTING 

TRACK 2 DATA) 

TRACK DATA ENCRYPTED WITH AES                    

(TWO SIXTEEN BYTE AES BLOCKS ENCRYPTING 

TRACK 2 DATA)

0xb524190b811cbe5cd550892da8168a4c7d5d651f50892da8

5d1ef20dced6bcbc12131ac7c54788aa6743C3D1519AB4F2CD9A78AB09A511BD

Clear

ñFPEò

Triple DES
+37% Payload

AES
+70% Payload

Message Payload/Message Compatibility



Monitoring system basics

ÅReal Time/Continuous

ÅThird Party

ÅAlerts

ÅAuditable

ÅNo cardholder data involved



Key management basics

ÅFailover/DR

ÅRemote Management Capability

ÅSecure Key generation and access

ÅOutside of Merchant Control

ÅAdministrative console



Congratulations.  
You are now experts!



Itôs nearly decision time

Decisions you make now will either drive you 
deeper into security investments to protect 
cardholder data or provide you a way out.   



Continuous 
investment in 
security that 

protects card data.

(conventional approach)

Get out of the card 
data security 

business.

(End to End Encryption)

Or



Questions?

Nashina Asaria
VP Channel Development

Semtek

nasarial@semtek.com


