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Securing Your Fleet from Cyber Intrusion 



Why does Conduent care about this problem?

20 of 20
managed U.S. healthcare 

plans are clients

Nearly 40%
U.S. hospitals count 

on our solutions

2 out of 3
touch 2 out of every 3 

insured patients in the U.S.

46%
of U.S. electronic toll 

collection market served

8.9 million
people estimated to travel 

daily through toll systems 

we manage

25 million
card holders’ experience is 

modernized with our digital 

payment solutions

4 of 5
top global phone 

manufacturers count 

on our services

#1 provider
of parking solutions in the 

U.S. with award-winning 

innovation

43%
of all U.S. child support 

payments processed annually

3 of 5
top U.S. mobile phone 

providers rely on us to 

deliver customer care

Because Conduent is embedded into the daily operations of 

thousands of clients. 

Cyber intrusions, without exception, pose a threat in every sector.  
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Bottom Line Up Front (BLUF)

• All of the assets in your environment should be known, authorized, managed, and monitored.

Authorized

only assets that are 

explicitly authorized 

should be allowed to 

remain in the 

environment

Managed

all authorized assets 

should be controlled to 

ensure that they are 

properly updated and 

behaving as intended

Known

constantly scanning for 

unknown assets and 

when found they should 

be interrogated to 

determine if they belong

Monitored

all assets and the network 

itself should be monitored 

to maintain situational 

awareness and provide 

actionable insight 

(including quarantining or 

removing compromised 

devices)



Cybersecurity incidents in recent news



Recent News

• The Washington Post

July 7, 2018

• Metro cybsecurity audit highlights 

growing concerns
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New technology, such as that included in Metro’s latest series of 

rail cars, the 7000s, makes the agency more vulnerable to 

hackers and other cyberattacks. (Bill O'Leary/Washington Post)

by Martine Powers July 7

https://www.washingtonpost.com/local/trafficandcommuting/metro-cybersecurity-audit-highlights-growing-concerns-at-agencies-across-the-country/2018/07/07/302048de-7e2f-11e8-b0ef-fffcabeff946_story.html?utm_term=.5775a2bc761f
https://www.washingtonpost.com/people/martine-powers/


Recent News

• Sacramento TV News

November 20, 2017

• Hackers Attack Sacramento 

Regional

• Sacramento Regional Transit 

Hack
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https://youtu.be/wxaHLmpT4A8
https://youtu.be/Gr-cIi3RDqw


Recent News

• KPIX Channel 5

November 26, 2018

• Muni Hacked
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https://youtu.be/CjyrLNRlgkQ


• CBC News Network / CTV News

January 24, 2018  

• Metrolinx Targeted by Cyberattack

• North Korea cyber attack targets 

Ontario Agency
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Recent News

https://youtu.be/MbAMslvC7Wg
https://youtu.be/ZQUc3sriiCk


• CBSN 

March 29, 2018

• Atlanta Recovering from 

Cyberattack
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Recent News

https://youtu.be/3OfPQAfaIYw


• Help Net Security  

August 10, 2018

• IoT malware found hitting 

airplanes’ SATCOM systems
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Recent News

https://na01.safelinks.protection.outlook.com/?url=https://www.helpnetsecurity.com/2018/08/10/satcom-systems-security/&data=02|01||7e4c49fdbb7c4c65454008d614f273fc|1aed4588b8ce43a8a775989538fd30d8|0|0|636719428890232455&sdata=3rgVrmZRMRKrPnV1pEn8hw5GCYLDJzwmTy%2BksQ1Ew4s%3D&reserved=0


Protecting your agency from intrusion



The Problem
• General purpose and smart 

computing technology increases the 

value of IoT devices

• It also introduces vulnerability through 

entry points for cyber intrusions 

• As each new device is added to 

a system, the risk increases 

exponentially

• The evolution towards end-to-end 

systems and MaaS will require 

comprehensive protection 

against risks

Conduent Proprietary

Smart IoT Devices Enterprise IT:

IAM

IPS

Assets

Monitoring

Device Clouds:

Updates, Applications,

& Analytics

Device access and communications

Device 

Technicians



Defense in-depth approach that:

• Discovers, enrolls, and manages 

existing devices

• Hardens devices against compromise

• Improves network defense and 

situation awareness

• Manages updates remotely

Benefits:

• Minimizes harm from attacks and 

compromises

• Reduces cost, time, and complexity

of new device deployments

• Supports Audit and Compliance
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Improve Network 
Defense and 
Situation Awareness

Discover, enroll, 
and manage 
existing devices

Manage updates and 
respond to new 
threats

Harden the device against 

compromise

Reduce cost, time, 
and complexity for 
new device 
deployments

Manage IoT 
inventory, audit, and 
compliance 

The Need

Minimize potential 
harm from 
compromised devices
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• Provide modern PKI-enabled IoT cybersecurity on legacy back-office 

and fleet management systems  

Desired Outcome

Reduced vulnerability to insider 

threat (technician) 

Devices secured 

electronically physically

Communications / 

Applications/Servers secured
Improved operations center 

situational awareness

Simplified inventory and 

security audit

Remote, real-time 

management



Elements of a 
Cyber Plan 
• Follows NIST Cyber 

Security Framework

• Emphasizes “PROTECT” as the 

premium concern 

• Devices secured electronically 

and physically

• Simplified inventory and 

security audit

• Incorporates monitoring as key 

security element
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Identify Protect Detect Respond Recover

Device

Discovery

Device

Profiling

• Manual

• Automatic

• Built-in

Profile Based

Behavior whitelist

Device 

Hardening

Network

Hardening

Application

Hardening

Attack 

Signature

Alert on Profile

Behavior 

Violation/Anomaly

Incident 

Analysis

Incident 

Mitigation

Proactively make security 

improvements (to defend other 

devices)

IoT security features and methodology

NIST Cybersecurity Framework

https://www.nist.gov/cyberframework


Discussion
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