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Key Presentation Take-Aways

e Cyber Critical Infrastructure Protection

e Cybersecurity Efforts and Resources

e Information Sharing and Working Groups
o Get Involved
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Cyber Critical

Infrastructure Protection

e Mandates

o Executive Order 13636: Improving Critical Infrastructure
Cybersecurity.

o Presidential Policy Directive-21: Critical Infrastructure
Security and Resilience.

o Presidential Policy Directive-41: United States Cyber
Incident Coordination.

o Executive Order 13800: Strengthening the Cybersecurity of
Federal Networks and Critical Infrastructure

e Approach

o Non-Operational. Education, Facilitation, and
mmunication.



Put Cybersecurity Risk Management on the

Agenda Before it Becomes the Agenda

e No longer sufficient to think about
cybersecurity as a purely technical problem.

e Like physical security, the current threat
environment requires a comprehensive
approach to cybersecurity risk management.

e |t is vital to realize the importance of
protecting your company’s systems from
cyber threats.
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Surface Division’s

Cybersecurity Efforts

e Collaboration with industry and
government partners to promote
cybersecurity risk management resources
and programs through awareness and
outreach.

e With the goal of:

o Supporting the adoption of the Cybersecurity
Framework.

O Jncreasing an organization’s operational
resilience and ability to manage cyber risk.



Surface Transportation Cybersecurity Resource

Toolkit for Small & Midsize Business (SMB)

e Collection of resources and
programs designed to offer
guidance on how to incorporate
“Cyber Risk” into your
organization's existing risk

e management and governance

processes.

Surface Transportation Cybersecurity
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No Cost Resources for Surface

TSS Industry Stakeholders

Transportation Surface Transportation Cybersecurity

Security Rescurce Toosdtfor SmallZ Midsize Business (SMB)
Administration No-Cost Cybersecurlty Resource List

American Public Transportation Asscciation Cybersacurity Considecations for Public Transit:
This Recommendad Practice £51ablk onsiderations for pubkic transit chief information officers
(Ci0s)interested in developing cybersecurity strategie s for their orgsnizations, It detsils practices and
standards that address vulnerasbily assessment and mm-am system resilien
vere To download, visit http nreso s/ standan
K2 O0RPpdf

Amarican Public Transportation Association Securing Contrd and Communications Systoms in
Trensit Environmaonts
o Patl Beménts, Organization and Risk Assossment/Managemeont: This &
addre he importance of control and communications security to stranst agency,
survey of the various systems that constitute typical trans® control and comeunik ation systems,
identifies the steps that an agencywould follow 10 3¢t up 3 successiul mo-ram and establishes the
e sge' In :nniu(lmg an' assessment end rnenag|r1 risk. To visk

Dolming o Security Zone Architecture e Rail Transit and Protecting Critical Zones:
This Recommenaed Practice presents Dedensein-Depth 85 a recommended approach for securing
rantun‘.mumcman, d zomrol systems, defines secunty zone :1: ¢4 w5, and defines a

Part llla: Attack Modoling Socurity Analysis Whito Papor: This Wd, My covers the APTR

attack modeling procedure for transit agencies and thek systems integrators and vendors, which may

¢transit agencies in their procurement dotuments. To downlo

https

Transportation Systam Soctor Cybar Warking Group (TSSCWG): TSA sponsored public/private jont
worldng group that provides aforum for implementing and fatilitating national polkies, programs, modal
outreach, awareness, and information sharing. The group meets monthly and also published & weeldy
newsletter. To be imited, contes urity@tsa.dhs

Public Transportation hlormation Shanng ond Andysis Contar (ISAC): An electronic, trusted abilty
10 exxhange and share information on physical and cyber threats, The center collects, analyzes, and
disseminates alerts and incident reports, as well as sectorspeciic intellifence products, and helps the
govemment understand sectorimpacts. To request access to this free senvice, contact

urlse ransporntationisac. org

Stop. Think . Comact. Campaign: Nations! public swareness campaign aimed at increasing the
understanding of cyberthreats and empowering the American public to be safer and more secure online
Includes custornized awareness materals for ind ernment, by enforcement, small business,
and cthers, For more information, visit b opthinkeonnect

Cyborsacurity Framawork (CSF): Riskebased approach to managing cybersecurity risk allowing
framewvorkc components to reirforce the connection between business drivers and cybersecurity
activities. The framework was developed to complement, not replace, an organization”s established risk
management process and :,eer’ecunry program. For more mformation, visit

hitp cyberfran

“No-Cost Cybersecurity Resources for
Surface Transportation systems” is a
factsheet that provides a list of
cybersecurity programs and documents
that industry can use to reduce their
cybersecurity risk and increase their
cyber resilience.

Examples include:

O

The Critical Infrastructure Cyber
Community Voluntary Program (C3VP)

Cyber Risk Management Primer for
CEOs/Business Leaders

Information about the Cyber Resilience
Review (CRR) & Cyber Security
Evaluation Tool (CSET)



Surface Cybersecurity Awareness Guide

- '_Y_Y_Y.v.Y_V_V_V.v.v_v.v.v.v.v.v.

UUUUUUUUUUULUULUUUL e Small ”pOCkEt-Sized” guide

A Sty outlines the types of threats most
SURFACE commonly found in cyberspace

CYBERSECURITY and explains how you can protect
your company’s data, computer
systems, and personal
information.

e Serves as a convenient quick
reference resource and security
awareness tool for employees.




Surface Division Cybersecurity Workshops

 |nforms stakeholders about
cybersecurity resources, programs
and elicit feedback.

e Facilitate discussions of best
practices and lessons learned
associated with implementing
cybersecurity measures.

* Multi-modal participants receive
five nontechnical takeaways to
consider over the next five days
(“5in 5”) to enhance their
transportation organizations’
cybersecurity posture.




Public Transportation Information

Sharing & Analysis Center (PT-ISAC)

e |Immediate “all source” incident
reporting and threat warning.

e “Push” information vice members
having to “Pull” information.

* Unique intelligence sources not
normally available:

o U.S. and foreign
governments/International
forums

o National and International
Computer Emergency
Response Teams (CERTS)

e PTISAC’s Transit and Rail

Intelligence Awareness Daily
o Law enforcement entities Report (TRIAD)

Independent research * Daily Open source Cyber
Report



Transportation Systems Sector Cyber Working

Group & Weekly Newsletter

e Joint Working Group

Transportation ) ° I
Cipeportaon Qi Monthly Meetings

Volume 7, Issue 46 Novermnber10, 2016
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APTA Recommended Practice

Cybersecurity Working Groups

e Control and Communications Security

o Securing Control and Communications
Systems in Transit Environments Part 1

o Securing Control and Communications
Systems in Rail Transit Environments
Part 2

o Securing Control and Communications
Systems in Rail Transit Environments,
Part 3a

o Securing Control and Communications
Systems in Rail Transit Environments
Part 3b

* Enterprise

bersecurity Considerations for Public
Transit

APTA-SS-CCS-RP-002-13

Control and Communicaions
Secunty Working Group

Securing Control and Communications
Systems in Rail Transit Environments

Part Il: Defining a Security Zone Architecture for Rail Transit
and Protecting Critical Zones

Abstract: Thes document covers recommended practices for securing control and commmnscation systenys in

o oper vo y
mndustry practices i control secunty i advance and in coordmation with government regulation; and raise
awareness of control secunty concerns and issues m the mdustry

This Recommended Practice represents a common viewpoint of those parties concerned with Rs provisions, namely,
VAN CPMANY DLANNING 30eNCS. MANUIACTUNers, CONSURANTS, ENGINees and general interest groups. The
application of any SLandards, Pracices of Quideines contained herein is voluntary. in Some cases, federal andior state
regulations govem portions of a ransit system's operations. In those cases. the govemment regulations take
precedence over this standard. APTA recognizes that for certain appications, the standards or practices, 33
implemented by individual transit 3gences, M3y De eZher MOre OF WSS FeSTICVe Tan Those Given in this document

© 2013 Amercan Publc Tramsportation Assocuton No part of his publication mey be reproduced i any form. m an electrons
retreval system of oerwize, WEhout he DOOC wTiBen Dermission of the Amencan Public Transportaton Assocaton




TSA Surface Cybersecurity Resources

* For additional information and/or to request
the Awareness Guide or Toolkit, email:
Lee.Allen@tsa.dhs.gov

* For additional information about joining the
Transportation Systems Sector Cyber
Working Group or to receive This Week in
Transportation Cybersecurity, email:
Cybersecurity@tsa.dhs.gov
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