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• Cyber Critical Infrastructure Protection

• Cybersecurity Efforts and Resources

• Information Sharing and Working Groups

o Get Involved

Key Presentation Take-Aways



• Mandates

o Executive Order 13636: Improving Critical Infrastructure 
Cybersecurity.

o Presidential Policy Directive-21: Critical Infrastructure 
Security and Resilience.

o Presidential Policy Directive-41: United States Cyber 
Incident Coordination.

o Executive Order 13800: Strengthening the Cybersecurity of 
Federal Networks and Critical Infrastructure

• Approach 

o Non-Operational. Education, Facilitation, and 
Communication.

Cyber Critical 
Infrastructure Protection



• No longer sufficient to think about 
cybersecurity as a purely technical problem. 

• Like physical security, the current threat 
environment requires a comprehensive 
approach to cybersecurity risk management.

• It is vital to realize the importance of 
protecting your company’s systems from 
cyber threats.

Put Cybersecurity Risk Management on the 
Agenda Before it Becomes the Agenda



• Collaboration with industry and 
government partners to promote 
cybersecurity risk management resources 
and programs through awareness and 
outreach.

• With the goal of:

o Supporting the adoption of the Cybersecurity 
Framework.

o Increasing an organization’s operational 
resilience and ability to manage cyber risk.

Surface Division’s 
Cybersecurity Efforts



• Collection of resources and 
programs designed to offer 
guidance on how to incorporate 
“Cyber Risk” into your 
organization's existing risk 
management and governance 
processes.

Surface Transportation Cybersecurity Resource 
Toolkit for Small & Midsize Business (SMB)



No Cost Resources for Surface 
TSS Industry Stakeholders

• “No-Cost Cybersecurity Resources for 
Surface Transportation systems” is a 
factsheet that provides a list of 
cybersecurity programs and documents 
that industry can use to reduce their 
cybersecurity risk and increase their 
cyber resilience.      

Examples include:

o The Critical Infrastructure Cyber 
Community Voluntary Program (CᶟVP)

o Cyber Risk Management Primer for 
CEOs/Business Leaders

o Information about the Cyber Resilience 
Review (CRR) & Cyber Security 
Evaluation Tool (CSET) 



Surface Cybersecurity Awareness Guide 

• Small “pocket-sized” guide 
outlines the types of threats most 
commonly found in cyberspace 
and explains how you can protect 
your company’s data, computer 
systems, and personal 
information.

• Serves as a convenient quick 
reference resource and security 
awareness tool for employees.  



Surface Division Cybersecurity Workshops

• Informs stakeholders about 
cybersecurity resources, programs 
and elicit feedback.

• Facilitate discussions of best 
practices and lessons learned 
associated with implementing 
cybersecurity measures.

• Multi-modal participants receive 
five nontechnical takeaways to 
consider over the next five days  
(“5 in 5”) to enhance their 
transportation organizations’ 
cybersecurity posture.



Public Transportation Information 
Sharing & Analysis Center (PT-ISAC) 

• Immediate “all source” incident 
reporting and threat warning.

• “Push” information vice members 
having to “Pull” information.

• Unique intelligence sources not 
normally available:

o U.S. and foreign 
governments/International 
forums

o National and International 
Computer Emergency 
Response Teams (CERTs)

o Law enforcement entities

o Independent research

• PT ISAC’s Transit and Rail 
Intelligence Awareness Daily 
Report (TRIAD)

• Daily Open source Cyber 
Report



Transportation Systems Sector Cyber Working 
Group & Weekly Newsletter

• Joint Working Group 

• Monthly Meetings

• Implementing National 
Policies

• Modal Outreach Awareness 
and Coordination

• Information Sharing Best 
Practices

• Facilitating Government 
Programs and Efforts

• Weekly Newsletter



APTA Recommended Practice
Cybersecurity Working Groups

• Control and Communications Security

o Securing Control and Communications 
Systems in Transit Environments Part 1

o Securing Control and Communications 
Systems in Rail Transit Environments 
Part 2

o Securing Control and Communications 
Systems in Rail Transit Environments, 
Part 3a

o Securing Control and Communications 
Systems in Rail Transit Environments 
Part 3b

• Enterprise

o Cybersecurity Considerations for Public 
Transit



TSA Surface Cybersecurity Resources

• For additional information and/or to request 
the Awareness Guide or Toolkit, email: 
Lee.Allen@tsa.dhs.gov

• For additional information about joining the 
Transportation Systems Sector Cyber 
Working Group or to receive This Week in 
Transportation Cybersecurity, email: 
Cybersecurity@tsa.dhs.gov
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