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WHO WE ARE

( kontron

E2E 10T SOLUTIONS FROM EDGE TO CLOUD TO ENTERPRISE

v

Embedded Cloud A

IT integration

Embedded Software

Appliances

Embedded Hardware

Manu- Unified qualification of
facturing ~3500 employees

1200
R&D
engineers

1400
Field
engineers

Application Software (1800 Engineers)
Security SW for loT solutions and private
cloud offering

loT head end Systems — Embedded Cloud

Installed base > 4 Mio. embedded
Computers (operating)

Strong embedded computer portfolio
Security SW for loT solutions and private
cloud offering

EEnnoconn

An Innovative Foxconn Member

= #1 electronic assembly
= Strong Hardware Engineering

= |eader in Server farms (embedded
Cloud)
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e |oT LPWAN Networks
e LORa™

e Rail Use Case

e Network Security Considerations
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GENERAL CONTEXT OF 10T TODAY
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» 75 billion of devices forecasted for 2025~ ° & e s s we o m s s

» The world is all about being connected

» About 20 billion devices today
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Global wide area loT connections by technology
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» +73% CAGR for connected objects using
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LPWA (Low-Power Wide-Area)

LPWA
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. CONNECTED OBJECTS USING LPWA TECHNOLOGY ARE GROWING VERY FAST
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WHAT IS A LPWAN (Low PoweR WIDE-AREA NETWORK)?

v
LPWAN Features

Low Power
Consumption

LESS THANM SKBITS/S,
GENERALLY OMLY FEW BYTES
upTO 10
(20-256) PER MESSAGES
KILOMETERS FROM
ARE SEND ONLY SEVERAL

THE GATEWAY
‘ ‘ TIMES A DAY

END-NODES CAN BE
LONG BATTERY LIFE,

OFTEN FIVETO 10
YEARS, POSSIBLE
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DATACONSULT Wireless Data Standards
Zw
802.11 . g - 802.11af NB-loT
ad BIG/N Wifi .z.:.’um White-Fi LTE-M
0 802,11 tww R LoRaWAN
2 802.11ah
Halow
) 1900 MHz) |
10m 50m 100 m 300m 1000 m 15000 m
Range
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WHAT IS A LPWAN (Low POWER WIDE-AREA NETWORK)? G kontron
HOW TO CHOOSE THE RIGHT TECHNOLOGY?

v

Comparing LPWAN Technologies

Technology Frequency Data Rate Range Power Cost
1 A "
— W ¥ ¥
LoRa 915 MHz <5 kb/s 15 Km
, = , 1 RN DNREY
. Cellular ) e | s
LTE-M : 1 Mb/s Several Km Medium High
" bands !

2 = Cellular i an s 2 20 R
NB-loT 250kb/s Several Km Low Medium

bands

: 100-1000 .
SigFox <1 GH2 3 Several Km Low Medium
0/s

» TCO (Total Cost of Ownership)
« LoRa™ free band, free use model
* Cellular model
* Operator model
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( kontron
WHAT Is LoRaWAN' vs LoRa
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» LoRaWAN™ defines the communication protocol and system architecture
» LoRa® defines the physical layer to enable the long-range communication link

Class A: Bi-directional communications. Uplink Tx is
Class B Class C followed by 2 downlink Rx windows

(Continuous) Class B: In addition to the Class A (random Rx) windows,

devices open extra Rx windows at scheduled times.

Class C: nearly continuously open Rx windows, only closed
when transmitting
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USE CASE: HIGH SPEED TRAIN

=4

10x HVAC sensors

2x Sandbox level sensor , . 2X Driver cab sensors

. WIRELESS DATA COMMUNICATION PROVEN UP TO 300KM/H
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 kontron
USE CASE: HIGH SPEED TRAIN

v

R |
LoRA™ LocAL NETWORK i PRIVATE OR PuBLIC ETHERNET NETWORK

~

Network
Infrastructure

Data Center

»  Vibration sensors .
. . »  Stream Analytics
» Door diagnostic sensors
. » Fleet/Asset management
» Emotions button . .
. »  Preventive maintenance
»  Passenger counting . .
. . » Remote rolling stock devices management
» Smoke/ Fire detection . L .
> ti »  Real-time traffic information
nergy consumption sensor Edege Analvtics >
» Tank levels g y
| 2
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SECURITY CONSIDERATIONS G kontron

Typical LoRa™ NODES AND GATEWAYS TOPOLOGY

v
» Base components are: [End Nodes] — [Gateway] — [Network Server]

Concentrator Network Application
End Nodes /Gateway Server Server

ottt O — ) =
s
.

smoke alarm
=9 o0 =

vending & == |
machine N o

o o =
gas monitoring e S¥)
LoRa™ RF TCP/IPTLS TCP/IPTLS
LoRaMAC LoRaMAC Secure Payload
AES Saciwad Payhad Possibilities start here // 10
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SECURITY CONSIDERATIONS G kontron
KONTRON SEC-LINE EMBEDDED COMPUTER SECURITY

v
» SEC-Line AUTHENTICATION
Modules TRUSTED BOOT WITH TPM APPROTECT
» Primary Protect system Authenticate Protect
Function SW during boot syst.em HW gppllcgtlon
during TLS integrity,
secure confidentiality
connections and IP
> security TP wist

Mechanism :
HW-based with secure elements

» Service SOFTWARE Vulnerability watch
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SECURITY CONSIDERATIONS G kontron
EMBEDDED COMPUTER SECURITY BASED ON HARDWARE

v

Principle of a « secure element »

CRITICAL OPERATIONS HAPPEN INSIDE THE SECURE ELEMENT WHICH
CANNOT BE ATTACKED

/\\
1. Security of the application: APPROTECT \\/ > <4,

Secure eIement from WIBU

2. Security of the system software: TPM
» Remote attestations of the boot code
» SSL/TLS authentication on the network

Secure element TPM (Trusted Platform Module)
Standardized by TCG Trusted Computing Group
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SECURITY CONSIDERATIONS & kontron
SECURITY OF THE APPLICATION: APPROTECT

v

The LoRa server integrity is protected with APPROTECT, avoiding
unwanted hacks and simplifying updates with the WIBU « secure element »

» Application integrity
» Protection against unauthorized copy
» Protection against reverse engineering

» Enforcement of software licenses (allows new business models like pay per
use)
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SECURITY CONSIDERATIONS
TRUSTED BOOT WITH TPM TO DETECT SYSTEM  © kontron
SOFTWARE ALTERATION

v

Based on TPM secure element, equipped on Kontron boards

Embedded Computer

R Local Attestation Verifier or
eset Remote Attestation Verifier

» In case of unexpected hash of the boot code, the device is
disconnected

» Remote update of the device can still happen to restore correct
operation

Thales-TRT , March 26t" 2018 2018 Fare Collection/Revenue Management & TransITech Conferences Possibilities start here // 14



SECURITY CONSIDERATIONS
AUTHENTICATION WITH TPM TO SECURE G kontron
NETWORK CONNECTIONS

v

PayPal, Inc. [US] | https://www.payp

» SSL/TLS authentication of the device to initiate secure network
communications: https, ...

» Critical operations for authentication happening inside the TPM
secure element

» Need for strong authentication, both Servers and embedded
Clients authenticate

» Use of classical x509 certificates, customizable validity duration

» Supported algorithms for authentication: RSA2048, ECC256,
SHA1, SHA256
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SECURITY CONSIDERATIONS
SECURE BOOT TO RESTRICT BOOT TO SIGNED

IMAGES

v

» Purely software security strategy at the BIOS level

» Prevents booting of a binary which is not properly signed

 kontron

» The list of allowed signatures is stored in the BIOS firmware as a set
of certificates and can be updated from a BIOS configuration menu.

Thales-TRT , March 26t 2018

Firmware

Boot

Q
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( kontron
SECURITY CONSIDERATIONS TAKE-AWAYS

v

APPROTECT
» Protect application integrity, confidentiality and IP

TRUSTED BOOT (TPM)
» Protect system SW during boot

SSL/TLS NETWORK AUTHENTICATION (TPM)

» Authenticate system HW during TLS secure connections (provide associated
certificates and private keys)

SECURE BOOT

» Boot only signed software from the BIOS firmware

OPTIONAL SOFTWARE VULNERABILITY WATCH
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QUESTIONS?

LoRaWAN

¥ kontron®

Valentin Scinteie
Business Development Manager
valentin.scinteie@kontron.com

PLEASE CONTACT US!

www.kontron.com
Augsburg | Deggendorf | Toulon | Copenhagen | Chichester | Brussels | Pilsen | Warsaw | San Diego | Fremont | Montreal | Beijing | Hong Kong | Taipei | Penang | Bangalore | Mumbai | Sydney | Tokyo
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