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Latest 
Innovation 
Trends

• Artificial Intelligence

• Facial Recognition

• Lip Reading

• Chatbots

• Threat Defense & Response

• Blockchain

• Autonomous Vehicles

• Connected Devices & IoT

• 5G Wireless

• Augmented Reality

• 3D Printing



The Workforce of Tomorrow
STA R T  PR E PA R ING TO DAY







The Trouble with Talent

GROWTH INHIBITORS

• Availability of qualified talent
• Cost of highly skilled workers
• Resistance to Change



JTA University Training Roadmap

 Computer Based Training (CBT)
 Security Awareness Training 
 Augmented Reality
 Mentoring & Reverse Mentoring
 Mock Phishing Campaigns



BE PREPARED.

FIGHT PHISHING 
WITH PHISHING!



My Inbox… three weeks ago





CYBERSECURITY MATURITY
R O L E S A ND R UL E S



BOAR D OF 
DIR E CTO RS

CIO  &  IT

CE O

E ND USE R S



Cybersecurity = Enterprise Risk Management

What’s at Risk if we fail?
 Public or employee safety
 Regulatory violation
 Proprietary or confidential info
 Economic loss
 Regional security
 Public confidence



Less Secure More Secure

“What will it cost to make our Agency secure?”



• Yes.  Vendors sell useful products

• Moderate Board, Executive and 
IT reactions to media hype

• Prioritize strategic security 
initiatives based on Risk and Data

RULE #1
Don’t execute someone else’s Cyber-Strategy!



• Regularly patch servers/desktops

• Changed vendor default passwords

• Enforce strong user authentication (passwords, MFA)

• Removed unsupported Operating Systems (like WinXP)

• Revoked Local Administrator privileges from end users

RULE #2
Don’t buy new Security toys unless you already…

These steps avoid between 80-90% of all breaches



• Security standards promote best practices

• Implement Controls and Procedures to experience a 
sharp increase in maturity

• Again, not just IT, this is an Enterprise concern

• Identify legal and professional mandates

• NIST CSF at a minimum (PCI-DSS, HIPAA, etc)

RULE #3
Get with the Security Program



JTA’s Cybersecurity Program: Smarter not Harder

• NIST 800-53 
• NIST 800-171
• NIST CYBERSECURITY

FRAMEWORK

• NISPOM
• DFARS 252.204-7012
• FAR 52.204-21
• FEDRAMP
• FACTA
• FINRA

• ISO 27002
• ISO 27018
• GAPP
• PCI DSS
• COBIT 5
• HIPAA
• SOX
• GLBA
• NY DFS 23 NYCCRR 500

• AICPA SOC2
• CIS CSC
• CSA CCM
• ENISA
• EU GDPR
• UK DPA
• MASSACHUSETTS 201 CMR 17
• OREGON 646A

The selected toolkit provides Policy statements, associated Standards, Controls, Key 
Performance Indicators, Key Risk Indicators and a cross walk of all the above listed 
Security Frameworks



A Change of Perspective
CYB E R - THR EATS,  T HE  NE T WO RK  PE R IMET ER  
&  WHAT  J TA  IS  DO ING A B O UT  IT



• Constitutes 21% of all breaches

• Most common form of attack across multiple industries

• More than 90% of confirmed breaches attributable to 
state-affiliated groups

Cyber-Espionage: 
2017 Statistics



Complacent Consumers



Cyber-Terrorism

Unnamed petrochemical plant in Saudi Arabia, Aug 2017



The Traditional Network Security Perimeter

Intrusion Detection/Prevention

System Hardening

Firewall Protection

Email Scanning/Spam Filtering

Web Content Filtering

Anti-virus/Anti-malware

Patch Management

Internal Vulnerability Scanning

External Vulnerability Scanning
External Penetration Testing

Policy & Procedure

is not enough!
 Software as a Service Apps
 Business Partner Access
 Cloud Deployments
 Remote Workers
 Mobile Devices
 Outsourced IT
 IoT Devices

Identity is 
the last(?)
Security 
Perimeter





“Enterprise Defense” Shopping List

 Reliable defense from zero-day malware
 Real-time threat detection
 Unattended threat mitigation
 Protection from Technological Obsolescence
 Defends IT, IoT, ITS, Cloud and SaaS
 Detects Internal, External, and Colluding 

Threat Actors
 Detects compromised Identity and     

Privilege escalations



CHALLENGE ACCEPTED





JTA’s A.I. Anti-Malware Selection

 Reliable defense from zero-day malware
 Real-time threat detection
 Unattended threat mitigation
 Protection from Technological Obsolescence
 Defends IT, IoT, ITS, Cloud and SaaS
 Detects Internal, External, and Colluding 

Threat Actors
 Detects compromised Identity and     

Privilege escalations





JTA’s A.I. Enterprise Defense Selection

 Reliable defense from zero-day malware
 Real-time threat detection
 Unattended threat mitigation
 Protection from Technological Obsolescence
 Defends IT, IoT, ITS, Cloud and SaaS
 Detects Internal, External, and Colluding 

Threat Actors
 Detects compromised Identity and     

Privilege escalations



TRANSFORMATION IS HARD

• Innovation creates Cyber threats AND opportunities

• Get prepared… change is coming fast

• Everyone.. know your Roles & the Rules

• Understand your current threats and bad actors

• Don’t be complacent… we’re all counting on you.



THANK  YOU

J O E T E NG A
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